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1. Server

1.1 Installation of VPN manager(#installation-on-server-2)
1.2 Configuration on server(#server-configuration)

1.3 Create users(#create-new-users)

1.1. Install Softether VPN server

Preparing the Installer File

The installation of the Windows version of SoftEther VPN Server is very easy as it is almost completely performed
automatically. To install VPN Server, you can download the latest VPN Server installer file from the SoftEther
VPN Project website (http://www.softether.org/(https://www.softether.org/)

).

The VPN Server Windows version installer file is an executable file with the name vpnserver-build-number-
win32-x86.exe.

Welcome to the SoftEther VPN Setup Wizard

ﬁ Extremely Powerful Free VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan, High-performance
VPM with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SaftEther VPN also accepts OpenVPM and MS-55TP VPN clients,

_ SoftEther VPN
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(https://www.softether.org/@api/deki/files/294/=7-2-1.png)

VPN Server Installer
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Starting the Installer

Start the installer by double-clicking the VPN Server installer file. The Windows Installer-based installer starts
automatically. Using the installation wizard, you can select the name of the installation directory. (By default, the
program is installed to Program Files\SoftEther VPN Server on the system drive.) The VPN Server process
writes large log files to the installation directory, so we recommend selecting an area on the hard drive that has
high transfer rate and a large amount of unused space.

Directory to Install on

@ Please specify the directory to install SoftEther VPN Server.

() ChProgram Files\SoftEther VPN Server

(®) Specify the Directory

Directory: | CAProgram Files\SoftEther VPN Server

[ ] Advanced Install Options for Experts

(https:/lwww.softether.org/@api/deki/files/295/=7-2-2.png)

Specifying the VPN Server Installation Directory.

During the installation, the end-user license agreement may be displayed. Please thoroughly read the agreement.
If you agree to the terms and conditions, the installation continues.

4/19



VPN guide

End User License Agreement

Please read the End User License Agreement carefully.

SoftEther VPN is currently freeware, and is planned to be published as open-source
software (GMNU General Bublic License) in the middle of 2013. (We are now preparing
the source code translating Japanese a huge number of inline comments into English
hefore publishing.)

You may use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
this software with following the conditions. Seftether VPN's package file is the result of
merging some software components; so conditions of each software are listed here.

SoftEther VPN Server, Client and Bridge are freeware.

I agree to the End User License Agreement.

(https://www.softether.org/@api/deki/files/296/=7-2-3.png)

VPN Server End-User License Agreement.

The installer automatically registers the SoftEther VPN Server system service and sets the program to
automatically start in background mode at Windows startup.
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Setup Finished

E The setup process of SoftEther VPN Server has completed successfully.

[#] start the SoftEther VBN Server Manager.

= SoftEther VPN is 2 work of the research and development project of Japanese
Government, subsidized by Ministry of Economy, Trade and Industry of Japan,
administrated by Information Promotion Agency.

(https://www.softether.org/@api/deki/files/297/=7-2-7.png)

VPN Server Install Finished.

1.2. Server Configuration

1. Open Softether VPN server manager.
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(i SoftEther VPN Server Manager
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X

SthEther VPN University of Tsukuba, Japan.
Server Manager

i I

r Connection Settings for VPM Server:

hid

Connection Settings for WPM Server or VPN Bridge are defined as follows.
Double-click the item to connect to the server.
To add a new connection, click Mew Setting.

VPN Server Hostname
g localhost (This server)

localhost

Operation Mode
Entire VPN Server

Mews Setting Edit Setting | Delete Setting |
Connect |
__,:'} Make a Certificate |
e Emart Card Manager... |

About SoftEther VPMN.. |

Select Smart card... |

Exit SoftEther VPN Server Manager

content/uploads/2018/03/server-8.png)

(https://auditsme.com/wp-
password.

2. Create a new VPN server. You are required to key in setting name, port number, and administrator
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New Connection Setting

@ Please configure the connection setting for the VPN Server or the VPN Bridge to manage.

Setting Name: | Mew VPN

 Destination WPM Server:

Specify the host name or IP address, and the port number
and the Virtual Hub on the destination VPN Server.

Host Mame: I localhost

¥ Connect to Localhost

=| mcrrom

Port Mumber: I 5555

 Proxy Server as Relay:

= You can connect to a VPN Server via a proxy server.

Proxy Type: ¥ Direct TCP/IP Connection (Mo Proxy)
" Connect via HTTP Proxy Server
" Connect via SOCKS Proxy Server

Procay Senver Setting

 Select Administration Mode and Enter Passward

- You can connect to VPN Server using either Server Admin
¥ Mode ar Virtual Hub Admin Mode,

Server Admin Mode allows you manage entire VPN
Server and all Virtual Hubs.

Wirtual Hub Admin Mode allows you manage only one
Virtual Hub for which you hold privileges.

™ Virtual HUB Admin Mode

[

{* Server Admin Mode

wirtual Hub Mame: I DEFAULT

Password: I

[~ Do not Save Admin's Password

% Please enter the password to connect administration mode.

]

OK Cancel

(https://auditsme.com/wp-content/uploads/2018/03/server-9.png)

. Change administrator password as the diagram stated below.

& i Change Administrator Password of localhost

password and click OK.

A

Change the administrator password of the server localhost. Enter the new

X

MNew Password: I [TIITITL]

Confirm Password: I T LI LI L)

OK

Cancel

content/uploads/2018/03/server-10.png)

(https://auditsme.com/wp-

. After that, select the purpose of setting up VPN (remote access VPN server).
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[¥ Remote Access VPN Server

kb-j SoftEther VPN Server / Bridge Easy Setup

Select the type of VPN server you want to build. Multiple types can be selected together.

The Remote Access VPN Server allows VPM Client computers in remote locations to access
to the existing Ethernet segments, for example company LAN.
Any VPN Clients who is connecting to the WVPM Server will be able to access to the network
as if they are connected directly and physically to the network.

Li.ﬂ_'l SoftEther VPN Server [ Bridge Easy Setup x|

By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose, After exiting the setup, you can use the
WPM Server Manager to freely configure more advanced settings.

WPN Server

-

VPN
Client

VPN guide

VPN
Client

[~ Site-to-site VPN Server or VPN Bridge
segments.

network.
Select the role of this WPN Server

= WPM Server orWPh Bridge at Each Site [Edge;

Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet

Each of the sites are connected together, and become the same segment at Layer-2 level. It
enables any computers of each sites to communicate to each other as if there is a single

{ WPM Server that Accepts Connection from Other Sites [Cente

WPN Server / Bridge

VPN Server

Site #3

[ Other Advanced Configuration of VPN

function.

Select this if you are planning to build a WPM system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch

Click Mext to start Setup. Click Close if you want to exit the setup and manually configure all settings.

Mext = I Close

(https://auditsme.com/wp-content/uploads/2018/03/server-11-1.png)

5. Create a virtual hub name.
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"-_ SoftEther VPN Server [ Bridge Easy Setup .

Virtual Hub Mame:

i s
5 = i i

Easy Setup - Decide the Virtual Hub Name

You have to create one Virtual Hub on the VPN Server at least.
Mame the new Virtual Hub as you prefer.

0K

Cancel

X

P

rthe following use and purpose. After exiting the setup, you can use the

together.

ications to access

Any VPN Clients who is connecting to the VPN Server will be able to access to the netwark
as if they are connected directly and physically to the netwark.

VPN Server

VPN WP
Client  Client

segments,

network,

[~ Site-to-site VPN Server or VPN Bridge

Select the role of this WPN Seneer

{ WPN Server or PN Bridge at Each Site (Edge’

{ WPN Server that Accepts Connedhion from Other Sites [Cente

Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet

Each of the sites are connected together, and become the same segment at Layer-2 level. Tt
enables any computers of each sites to communicate to each other as if there is a single

WPN Server

WPN Sarver [ Bridge

Site #3

function,

[~ Other Advanced Configuration of VPN

(https://auditsme.com/wp-content/uploads/2018/03/server-12.png)

Select this if you are planning to build a VPM system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch

Click Mext to start Setup. Click Close if you want to exit the setup and manually configure all settings.

Mext = Close

6. Create DDNS for your server. You may change the default Dynamic DNS Host Name.
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[y Dynamic DNS Function

@2 Dynamic DNS Function

This VPN Server has a Built-in Dynamic DNS Function.

VPN guide

X

The Dynamic DMNS assigns a unigue and permanent DMS hostname for this VPN Server. You can use that hostname to specify this VPN Server
on the settings for VPN Client and VPN Bridge. You need not to register and keep a domain name.

Also, if your ISP assigns you a dynamic (not-fixed) IP address, the corresponding IP address of your Dynamic DMNS hostname will be
automatically changed. It enables you to keep running the WPM Server by using only a dynamic IP address.
Therefare, you need not any longer to keep static global IP addresses with expenses monthly costs.

Moareover, this VPM Server version supports 'MAT-Traversal’ function, If the VPN Server is inside the NAT and is assigned only a private IP
address, you can connect to that VPM Server from the Internet side without any special settings on the MAT beforehand.

Current Status:
Assigned Dynamic DNS Hostname:

vpn918745781.softether.net

Global IPv4 Address:
175.143.62.72

Global IPve Address:

Hint

2001:e268:61a35:2a300:31da: 75f7:eaf0:c572

r Madify the Settings:

Change the Dynamic DNS Hostname:

softether.net

Hostname is with only alphabets numeric, and dashes '-". Three

letters at least.
You can change it any time later.

Set o Above Hostname Restore
DNS Key: 3gddwNHOWI0ZWCI3cvD GV C2ZZW3IE= Hint
« ~ Ifyou are not connected to IPvE Internet, "Global IPvE Address” should show an error.
\) A few countries or territories might prohibit Dynamic DMS Service.
Connect via Proxy Server.. Exit

(https://auditsme.com/wp-content/uploads/2018/03/server-13.png)

7. Server configuration has been completed. You could proceed to the next steps, which is the creation of

new users for the VPN network so that user can connect to the server with Softether VPN client.

1.3. Create New Users

1. Open Softether Server Manager and left click on localhost “this server”.
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(i SoftEther VPN Server Manager

SthEther VPN University of Tsukuba, Japan.

] Server Manager
]

r Connection Settings for VPM Server:

E Double-click the item to connect to the server.
) To add a new connection, click Mew Setting.

Connection Settings for WPM Server or VPN Bridge are defined as follows.

VPN Server Hostname
localhost

Operation Mode
Entire VPN Server

g localhost (This server)

Mews Setting Edit Setting | Delete Setting

Connect

—

= Make a Certificate

.__ Smart Card Manager.. | Select Smart card...

About SoftEther VPM.. | Exit SoftEther VPN Server Manager

(https://auditsme.com/wp-

content/uploads/2018/03/server-8-1.png)

2. Click on create users.
3. Create user information.
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& Properties of User server |

~ Security Policy
User Mame: | SETVEr

{:@:} r Set Security Policy Security Palicy

Full Name: | vpn server

Mote: | ~ Password Authentication Settings:

Passwaord: I ITITITIITY]

[V a S
i ﬁ Group Name [ Browse Groups.. |

(Optional}

Confirm Password: | uuuu|

[~ setthe Expiration Date for This Account

rIndividual Certificate Authentication Setting |

=1
|12;14;2n17 j Ilzmm G =) ==| The users using Individual Certificate Authentication' will
—=1 be allowed or denied connection depending on whether
the 551 client certificate completely matches the certificate

Auth Type: Anonymaous Authentication that has been set for the user befarehand,
T\ Password Authentication
[Elindividual Certificate Authentication Specify Certificate e Certificate Create Certificate
_}T" Signed Certificate Authentication
3 RADIUS Authentication rSigned Certificate &uthentication Setting

w38 MT Domain Authentication werification of whether the client certificate is signed is

@ based on a certificate of a C& trusted by this Wirtual Hub,

rRADIUS or MT Domain Authentication Setting:

Limit i M CM) wal
Login attempts by password will be verified by the external I Limit Comman Name [Ch) Value

RADIUS server, Windows NT domain contraller, ar Active Directory |
contraller,

r Specify User Mame on Authentication Serve [T Limitvalues of the Certificate Serial Mumbe

User Mame on Authentication Senver: | I
Mote: Enter hexadecimal values, [Example: 0155288 C0EF)

OK | Cancel

(https://auditsme.com/wp-content/uploads/2018/03/server-16.png)

4. Created users will be shown on the list.
| & Manageusers x|

ﬁ Virtual Hub "VPN" has the following users.

User Name | Full Mame | Group Name | Description Auth Method | Mum Logins | Last Login |
6 Server VPN server - Password Authe.. 0 (Mane)

Mew Edit View User Info Remove | Refresh Exit |

(https://auditsme.com/wp-content/uploads/2018/03/server-17.png)

2. Workstation
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2.1 Installation of VPN client(#installation-on-workstation-2)

2.2 Configuration on workstation(#configuration-for-workstation)

2.1. Install Softether VPN client

Preparing the Installer File

The installation of the Windows version of SoftEther VPN Client is very easy as it is almost completely performed
automatically. To install VPN Client, you can download the latest VPN Client installer file from the SoftEther VPN
Project website (http://www.softether.org/(https://www.softether.org/)

).

Welcome to the SoftEther VPN Setup Wizard

ﬁ Extremely Powerful Free VPN Software.

SoftEther VPN is freeware developed at University of Tsukuba, Japan, High-performance
VPM with the ultimate compatibilities to many devices, Windows, Mac, smartphones, tablets
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported.
SaftEther VPN also accepts OpenVPM and MS-55TP VPN clients,

SoftEther VPN

L LV R Cronver S LT S Eiher (PR We- 55 TP S L TP

| L] T T ] T

Pad e

Arsdrold Tab Androkd
Windows AT Windows Phora  TH00 VPN Rl

Wiindews L ez

(https://www.softether.org/@api/deki/files/303/=8-2-1.png)

VPN Client Installer

Starting the Installer

Start the installer by double-clicking the VPN client installer file. Using the installation wizard, you can select the
name of the installation directory. (By default, the program is installed to Program Files\SoftEther VPN client on
the system drive.) The VPN Server process writes large log files to the installation directory, so we recommend
selecting an area on the hard drive that has a large amount of disk space and is quickly accessible.
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Directory to Install on

E Please specify the directory to install SoftEther VPN Server.

() CAProgram Files\SoftEther VEN Server

(®) Specify the Directory

Directory: | CAProgram Files\SoftEther VPN Server

] advanced Install Options for Experts

(https://www.softether.org/@api/deki/files/304/=8-2-2.png)

Specifying the VPN Client Installation Directory.

During the installation, the end-user license agreement may be displayed. Please thoroughly read the agreement.
If you agree to the terms and conditions, the installation continues.

End User License Agreement

Please read the End User License Agreement carefully.

softether VPN is currently freeware, and is planned to be published as open-source
software (GMU General Public License) in the middle of 2013. (We are now preparing
the source code translating Japanese a huge number of inline comments into English
before publishing.)

You may use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of
this software with following the conditions. SoftEther VPN's package file is the result of
merging some software components; so conditions of each software are listed here.

SoftEther VPN Server, Client and Bridge are freeware.

| agree to the End User License Agreement.

(https://iwww.softether.org/@api/deki/files/305/=8-2-3.png)
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VPN Client End-User License Agreement.

The installer automatically registers the SoftEther VPN Client system service and sets the program to
automatically start in background mode at Windows startup.

2.2. Workstation Configuration

1. Open Softether client manager.
2. Click on “Add VPN Connection”

L softEther VPN Client Manager
Connect  Edit Wiew  Virtual Adapter  Smark Card  Tools  Help

Create New Virtual Network Adapter x|

=10l x|

| virtual Hub | Virtual Network A... |

A new Virtual Metwork Adapter will be created on the system.

You can specify a name for the Virtual Metwork Adapter, which can be a
maximum of 31 alphanumeric characters.

Virtual Metwork Adapter Mame: | VPN

oK Cancel

Virtual Network Adapter Name Status MAC Address Version

|softEther VPN Client Manager [ Mot Connected =% SoftEther VPN Client Build 9651

(https://auditsme.com/wp-content/uploads/2018/03/client-10.png)

3. The system will notify you to create a new network adaptor for VPN services.
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n Creating a new Virtual Network Adapter for Windows.

This process can take several seconds or over 2 minute.
Please wait...

{Please do not perform other operations while the Virtual Network Adapter is
being installed.)

]

(https://auditsme.com/wp-content/uploads/2018/03/client-11.png)

4. Click on “Add VPN connection” again.

H SoftEther VPN Client Manager oy ] 4
Connect  Edit View Virtual Adapter  Smart Card  Tools  Help
VPN Connection Setting Name I Status I VPN Server Hostname I Virtual Hub I Virtual Netwerk A... I

(5) Add VPN Connection

Virtual Network Adapter Name Status MAC Address Version
B VPN Client Adapter - VPN Enabled 00-AC-64-97-80-TE 4.19.0.9594
[SoftEther VPN Client Manager | Mot Connected =% SoftEther VPN Client Build 9651 y

(https://auditsme.com/wp-content/uploads/2018/03/client-12.png)
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5. Insert the server information that has been configured at Softether VPN server manager.

Hostname:
Port Number:
Virtual Hub Name:

Username:

Password:

New VPN Connection Setting Properties 5[
% Please configure the VPN Connection Setting for VPN Server. ~Virtual Metwork Adapter to Use:

0 VPN Client Adapter - VPN

Setting Name: | Mew VPN Connection
 Destination WPM Server:

Specify the host name or IP address, and the port number
and the Virtual Hub on the destination VPN Server.

Host Name: | vpn918745781softether net

Port Number: | 5555 | I pisable naT-T ~ User Authentication Setting:
Set the user authentication information that is required when
Virtual Hub Name: | VPN =] connecting to the VPN Server.

Auth Type: IStandard Password Authentication j

 Proxy Server as Relay:

= | Youcanconnect to a VPN Server via a proxy server. User Name: I server
H Impaort IE Proxy Server Settings | Password: | uuuu|
Proxy Type: & Direct TCP/IP Connection (Mo Proxy) You can change the user's password on the VPN Server,

" Connect via HTTP Proxy Server

Change Password
€ Connect via SOCKS Proxy Server

Rrowy Server Setting | r Advanced Setting of Communication:
£ ¥ Reconnects Automatically After Disconnected
r Server Certificate Verification Option: b 7 o Feconnect Count I— times
=5| [ Always Verify Server Certificate ReconnectInterval: [ 15 seconds
Manage Trusted CA Certificate List | ¥ Infinite Reconnects (Keep VPN Always Onling)
Specify Individual Cert show Individual Cer | [l Do not use 115 1.0 Advanced Settings.. |

™ Hide Status and Errors Screens [™ Hide IP Address Screens e | & |

(https://auditsme.com/wp-content/uploads/2018/03/client-13.png)

6. Click on the created VPN connection. If connection successful, the status network will be “Connected”
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I=EY
Connect Edit View Virtual Adapter SmartCard Tools Help
VPN Connection Setting Name I Status I VPN Server Hostname I Virtual Hub I Virtual Network A... I
-.-::J Add WPN Cennecticn

/PN Connection Offline ] 1.softether.net (Direct... VPN VPN

Virtual Network Adapter Name Status MAC Address Version
VPN Client Adapter - VPN Enabled 00-AC-64-97-80-T7E 4.,18.0.9594
[SoftEther VPN Client Manager [ Mot Connected 2%, SoftEther VPN Client Build 9651 4

(https://auditsme.com/wp-content/uploads/2018/03/client-14.png)

Important to note:

1. If you fail to access VPN server from a public network, you have to double check that whether you have
set up “Port Forwarding” at your modem router.

2. You have to install Softether VPN client manager on your server computer as well so that we could obtain
the IP address of the server on that VPN network.

3. You are advised to fix server IP address. Once static IP address has been set up on your server, other
workstations could connect to the audit software or timesheet software with the following domain name:

http://<ip-address-of-server>/audit
http://<ip-address-of-server>/timesheet
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